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1	Impacts

	Affects:
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	CN
	Others (specify)
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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	
	Study 

	
	Normative – Stage 1

	X
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	FS_ACM_SBA
	SA3
	920022
	Study on Standardising Automated Certificate Management in SBA



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



3	Justification
The purpose of TR 33.876 “Study on Standardising Automated Certificate Management in SBA” was to define a standardized model and set of associated procedures for automated certificate management in 5G SBA. 
The study has analysed the following aspects:
- Suitable single protocol family to address the procedures of enrolment and renewal of certificates
- The security aspects related to NF certificate enrolment and update procedures
- Validation of the trust chain of certificate authority hierarchy
- Revocation procedures
- The relation between the certificate and NF management lifecycles
- Security considerations on having multiple certificates associated with a NF
- Protection of the NF instance identifiers
- Procedures of certificate management in Network Slicing use cases

In relation with to the conclusive statements per key issue in clause 7 of the study, i.e., whether and how to move forward with normative work, this WID will adopt the decisions and implement the conclusions accordingly mainly into TS 33.310, and if applicable, into TS 33.501. 
4	Objective
The objective of this work item is the normative work according to the conclusions from the study TR 33.876 described in clause 7:

- KI#1: Adopt and specify the CMP protocol for the procedures of certificate enrolment and certificate renewal in 5G SBA. 

- KI#2: It is proposed to pursue an approach where the OAM system of the NF provides the initial trust to be used during NF operator certificate enrolment procedure. The initial trust can be implemented by an initial (OAM) certificate (although other implementation options are also valid, e.g., signature of certain NF parameters), which can be verified by the operator CA/RA, since the trust between the OAM system and the operator CA/RA has been pre-established.

- KI#4: The validation of the trust chain of CA hierarchy is required in the automated certificate management framework.

- KI#5: For certificate revocation, it is agreed to pursue CRL in the normative phase. OCSP and OCSP stapling are possible additional certificate revocation schemas for SBA. The support of those mechanisms will be decided during normative phase.

- KI#7: Investigate the possibility to adopt the extensions introduced in IETF draft-reddy-lamps-jose-eku-00, which is work in progress in IETF at the time of writing.

- KI#8: It is agreed that the operator RA/CA should verify that the NF instance ID in the certificate request belongs to the NF instance requesting the certificate.

- KI#9: Investigate and decide on the certificate management aspects in Network Slicing. 

The work item also includes informative guidelines according to the conclusions from the study TR 33.876, which describe certificate management procedures left to implementation:

- NF Certificate Updates
- Certificate management use cases / scenarios in Network Slicing. 

5	Expected Output and Time scale


	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.310
	Updates in a new chapter (10), and informative annex may be required to collect SBA Certificate management aspects.
	SA#101
	

	
	
	
	



6	Work item Rapporteur(s)
Peinado, German, Nokia, german.peinado@nokia.com 
7	Work item leadership
SA WG3

8	Aspects that involve other WGs
To be defined according to further conclusions. If any, CT4 for stage 3 work. 

9	Supporting Individual Members

	Supporting IM name
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	Nokia Shanghai Bell

	Huawei
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	Mavenir

	China Mobile



